Import

To import user should enter/paste the value to ‘Import’ text area and press ‘Import’ button:

Import & Export

Import JSON

If the user presses on ‘Import’ button and enters data is valid, then user will be redirected tothe group
list page, where would be displayed all imported groups and credentials and the success alert message
x‘Successful import!” will be shown.

isOpe

Example:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"TestToken",

Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias","Type":
{"Id":"Production"}}

Here, the user imported a valid credential and after he pressed the ‘Import’ button he was redirected to
group list page and successful alert message was shown:



If the user has nothing entered or he entered only spaces and then press on ‘Import’ button, nothing

will happen.

If the user enters a value and it’s not only spaces (if only spaces — nothing will happen) and presses the
‘Import’ button, we will check if this value is JSON valid. JSON valid value — is value that can pass
JSON.parse() checking correctly. If the entered value is not valid, then the error alert message ‘Import
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failed. JSON is not valid!” will be shown:

& Error

Import failed. JSON is not valid!
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If user entered value and it passed JSON.parse() checking correctly, then we will check if entered value
has type ‘object’, that need to work only with correct data, because technically entered data can pass
JSON.parse() checking correctly, but still be non-valid. Type ‘object’ can have arrays and objects (only
with this type Import logic can work). If entered value is not valid, then error alert message ‘Import
failed. JSON has incorrect type!” will be shown:

& Error

nport failed. JSON has incorrect type!

Import & Export

Import JSON

123456

If user passed all previous steps, that’s mean that entered value can be ready for importing, but we still
need to understand if user want to import only one credential, credentials or group with credentials. So
exist 3 options to import credentials:

Import only one credential, entered value should look like(here will be added 1 credential to
default ‘General’ group):

{"Name":"TestName", "SfName":"TestSfName", "Password":"TestPassword", "Token":"Test Token",
"Description":"TestDescription","orgld":"TestOrgld", "alias":"TestAlias", "Type":
{"Id":"Production"}}

Import several credentials (array of credentials), entered value should look like(here will be
added 2 credentials to default ‘General’ group):

[{"Name":"TestName","SfName":"TestSfName", "Password":"TestPassword", "Token":"Test Token"
,"Description”:"TestDescription","orgld":"TestOrgld", "alias": "TestAlias", "Type":
{"Id":"Production"}},{"Name":"TestName2","SfName":"TestSfName2", "Password":"TestPassword
2", "Token":"TestToken2", "Description":"TestDescription2","orgld":"TestOrgld2", "alias": "TestAlias
2", "Type": {"Id":"Sandbox"}}]

Import groups and credentials, that related to each of group(here will be added 2 credentials to
default ‘General’ group and will be created group ‘NewGroup’ with 1 credential):
{"groups":[{"Name":"General","isOpen":true, "credentials":[{"Name":"TestName", "SfName":"Tes
tSfName","Password":"TestPassword", "Groupld":"Require"”, "Type":{"Id":"Production”,"Domain":
"https://login.salesforce.com/","LP":"HOME", "landingPageOtherUrl":""},"Description":"TestDesc
ription","Token":"TestToken", "orgld":"TestOrgld", "alias":"TestAlias"},{"Name":"TestName2","SfN
ame":"TestSfName2","Password":"TestPassword2","Groupld":"Require","Type":{"Id":"Sandbox",
"Domain":"https://test.salesforce.com/","LP":"HOME", "landingPageOtherUrl":""},"Description":
"TestDescription2","Token":"TestToken2","orgld":"TestOrgld2", "alias":"TestAlias2"}]},{"Name":"N
ewGroup","isOpen":true,"credentials":[{"Name":"TestName3","SfName":"TestSfName3", "Passw



ord":"TestPassword3","Type":{"Id":"Production"},"Description": "TestDescription3","Token":"Test
Token3","orgld":"TestOrgld3", "alias":"TestAlias3"}]}]}

Lets look at each option more detailed.

Import only credentials, its 1 and 2 option, technically this options are the same(using the same import
logic after several checks).

So first we will check if entered value is array(user want to import several credentials, 2 option), if its
realy array, but its empty, then error alert message ‘Import failed. JSON array is empty!” will be shown:

& Error

Import failed. JSON array is empty!

Import & Export

‘ Import JSON ‘

If its not array, but type of entered value is ‘object’, then it can be object and user want to add only one
credential(1 option), first of all we check if this object hasn’t have ‘groups’ field, because if it has, then
user want to import groups with credential(it’s a 3 option, we will look at it later), next we will check if
this object has fields(for now id doesn’t matters what fields it contains), if this object empty, then error
alert message ‘Import failed. JSON object has no fields!” will be shown:

& Error

Import failed. JSON object has no fields!

Import & Export

‘ Import JSON ‘

{}



If array is not empty or object has fields, then data passed first validation step, at this moment we will
use the same algorithm, regardless of whether it’s an array (2 option) or an object (1 option), because
object will be transformed to array.

In this algorithm we will check every array element (credential), and only if all array elements
(credentials) successful passed checking, after this they will be added to extension. Even if only 1 of
credentials will have error, no credential will be added to extension, only after fix this error credentials
will be added. Example:

[{"Name":"TestName","SfName":"TestSfName", "Password":"TestPassword", "Token":"Test Token",

"Description”:"TestDescription","orgld":"TestOrgld", "alias": "TestAlias", "Type":
{"Id":"Production"}},{"Name":"TestNameZ2","Password":"TestPassword2","Token":"TestToken2","
Description":"TestDescription2","orgld":"TestOrgld2", "alias": "TestAlias2", "Type":

{"Id":"Production"}}]

Here user missed ‘SfName’ (username) field in 2 credential, that’s will stop the import process until this
error will be fixed (event if previous credentials passed checking successfuly), so error alert message ‘The
field username is required!” will be shown:

& Error
The field username is require!

Import & Export

‘ Import JSON ‘
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{"Name":"TestName2","Password":"TestPass
word2","Token":"TestToken2","Description™:"
TestDescription2","orgld":"TestOrgld2","alias
""TestAlias2", "Type": {"Id":"Production"}}]

Based on data that every imported credential contains will be created a new credential. Lets see more
detailed how it would work.

First of all lets find out what credential fields import support (string register is important):

® ‘Name’ — non-important field;

e ‘SfName’ — important field;

e ‘Password’ —important field;

® ‘Groupld’ — non-important field;

e ‘Token’ — non-important field;

® ‘Description’ — non-important field;
e ‘color’ —non-important field;

e ‘alias’ — non-important field;



e ‘orgld’ — non-important field;
e ‘Type’ —important field;
o ‘Id" — important field (‘Production’, ‘Sandbox’, ‘Developer’, ‘PreRelease’, ‘CustomUrl’,
‘Community’);
‘Domain’ —important field if ‘Id’ has ‘CustomUrl’ or ‘Community’ value;
‘LP’ — non-important field (‘HOME’, ‘REPORT’, ‘CHATTER’, ‘SETUP’, ‘OTHER’);
‘landingPageOtherUrl’ — important field if ‘LP’ has ‘OTHER’ value.

Import credential fields validation

Here will be present validation logic of every field of import credential.

Custom credential import field
If user entered custom fields, which extension doesn’t support, they will be ignored.
Example:

{"CustomField":"CustomValue","Name":"TestName", "SfName":"TestSfName", "Password": "TestPa
ssword", "Type": {"Id":"Sandbox"}}

Custom field ‘CustomField’ field will be ignored and didn’t add to final credential:

v feb7b-968f-4a25-abbf-2164584023b8:
$$code: "wpwUwrA7wrEwwoM/DMKTwpIUKsO/Ns00worCn8KpVMOKWGEYWS3Cqcouw5SRawgq3CjTrin8Kew7XCtsKGTMO1Iw7Rqbs0Dw43CkltIw7AZ"™
Description: ™"
GroupId: "Require”
Id: "feb7b-968f-4a25-abbf-2164584023b8"
Name: "Testhame”
Password: ""
SfName: "Testsfhame”
Token: ""
» Type: {Domain: 'https://test.salesforce.com/", Id: 'Sandbox’, LP: 'HOME', landingPageOtherurl: "'}
» UpdateDate: {}
alias: ""
color: ""
orgId: ""
» [[Prototype]]: Object

‘Name’ credential import field

Name — non important value, that's mean that if user didn’t mention this field or value of this filed will
be empty, no error will be displayed. But, we cant displayed credential without name, that’s will be not
comfortable for user, so we will get ‘Name’ value from ‘SfName’ field and put it to the ‘Name’ field (if
user didn’t mention it, or it empty).

Example:

{"SfName":"TestSfName","Password":"TestPassword", "Token":"TestToken", "Description":"TestDes
cription”,"orgld":"TestOrgld", "alias":"TestAlias", "Type": {"Id":"Production"}}

At this example user missed ‘Name’ field, but credential will be create and credential ‘Name’ will be
taken from ‘SfName’ field value:
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If value of ‘Name’ field is not empty, and length of this value is more than 254 symbols, then error alert
message ‘Title max length should be less than 255! will be shown.

Example:

{"SfName":"TestSfName","Name":"Very long Name!Very long Name!Very long Name!Very long
Name!Very long Name!Very long Name!Very long Name!Very long Name!Very long Name!Very
long Namel!Very long Namel!Very long Name!Very long Name!Very long Name!Very long
Name!Very long Name!Very long
Name!","Password":"TestPassword","Token":"TestToken","Description":"TestDescription","orgld"
"TestOrgld","alias":"TestAlias", "Type": {"Id":"Production"}}

Here user trying to import credential with ‘Name’ field which has more than 254 symbols:

& Error

Title max length should be less than 255!

Import & Export

‘ Import JSON ‘

Name!Very long
Name!","Password":"TestPassword","Token":
"TestToken","Description":"TestDescription",
"orgld":"TestOrgld","alias":"TestAlias", "Type": |
{"I1d":"Production"}}

In all other variants checking should pass correctly.

‘SfName’ credential import field

SfName — important field, that’s mean that if user didn't mention this field or value of this field will be
empty, error will be displayed.

Example:

{"Name":"TestName","Password":"TestPassword","Token":"TestToken","Description":"TestDescri
ption","orgld":"TestOrgld","alias":"TestAlias", "Type": {"Id":"Production"}}



Here user missed ‘SfName’ field, so error alert message ‘The field username is required!” will be shown:

& Error

The field username is require!

Import & Export

‘ Import JSON ‘

{"Name":."TestName","Password":"TestPasswo
rd","Token":"TestToken","Description:"TestDe
scription”,"orgld™:"TestOrgld","alias™:"TestAlia
s", "Type": {"Id":"Production"}}

If value of ‘SfName’ field is not empty, and length of this value is more than 254 symbols, then error
alert message ‘Username max length should be less than 255!” will be shown.

Example:

{"SfName":" Very long SfName!Very long SfName!Very long SfName!Very long SfName!Very long
SfName!Very long SfName!Very long SfName!Very long SfName!Very long SfName!Very long
SfName!Very long SfName!Very long SfName!Very long SfName!Very long SfName!Very long
SfName! Very long
SfName!","Name":"TestName","Password":"TestPassword","Token":"TestToken","Description":"T
estDescription","orgld":"TestOrgld","alias":"TestAlias", "Type": {"Id":"Production"}}

Here user trying to import credential with ‘SfName’ field which has more than 254 symbols:
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Import & Export
‘ Import JSON ‘

SfName!Very long SfName!Very long

SfName!","Name":"TestName","Password":"T
estPassword","Token":"TestToken","Descripti
on""TestDescription”,"orgld":"TestOrgld","ali
as™:"TestAlias", "Type": {"ld":"Production"}} |

But what if value of ‘SfName’ already using by another credential? Well, everything depends on what
value does ‘Domain’ field contains. If ‘SfName’ and ‘Domain’ values of imported credential and
‘SfName’ and ‘Domain’ values of already created credentials are the same, then we will take values of
‘Name’, ‘Password’, ‘Token’, ‘Type’ (Id, Domain, LP, landingPageOtherUrl). We need to use this logic
because user cant use the same ‘SfName’ twice at the same ‘Domain’!

Example:
Credential that already exist:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"Test
Token","Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias",  "Type":
{"1d":"Production"}}

Credential with same ‘SfName’ and ‘Domain’ values:

{"SfName":"TestSfName","Name":"UpdateTestName","Password":"UpdateTestPassword"
,"Token":"UpdateTestToken","Description":"TestDescription","orgld":"TestOrgld","alias":"
TestAlias", "Type": {"Id":"Production","LP":"REPORT"}}

In this example user import one credential and then another with the same ‘SfName’ and ‘Domain’,
which means that ‘Name’, ‘Password’, ‘Token’, ‘“Type’ (Id, Domain, LP, landingPageOtherUrl) fields of the
old credential will be replaced with the same fields of new credential.



General v (+) General Vot

4 Production N & Production v
Default page - Home v Report v
TestName UpdateTestName
TestSfName TestSfName
TestPassword © UpdateTestPassword )
TestToken UpdateTestToken
TestOrgld TestOrgld
TestAlias TestAlias
TestDescription TestDescription

‘Password’ credential import field

Password - important field, that’s mean that if user didn't mention this field or value of this field will be
empty, error will be displayed.

Example:

{"SfName":"TestSfName","Name":"TestName","Token":"TestToken","Description":"TestDescriptio
n","orgld":"TestOrgld","alias":"TestAlias", "Type": {"Id":"Production"}}

Here user missed ‘Password’ field, so error alert message ‘The field password is required!” will be shown:



& Error

The field password is require!

Import & Export

‘ Import JSON ‘

{"SfName":"TestSfName","Name":"TestName",
"Token":"TestToken","Description":"TestDescri
ption","orgld":"TestOrgld","alias":"TestAlias",
"Type": {"Id":"Production"}}

@ Import

If value of ‘Password’ field is not empty, and length of this value is more than 511 symbols, then error
alert message Password max length should be less than 512! will be shown.

Example:

{"SfName":"TestSfName","Name":"TestName","Password":" Very long Password!Very long
Password!Very long Password!Very long Password!Very long Password!Very long Password!Very
long Password!Very long Password!Very long Password!Very long Password!Very long
Password!Very long Password!Very long Password!Very long Password!Very long Password!Very
long Password!Very long Password!Very long Password!Very long Password!Very long
Password!Very long Password!Very long Password!Very long Password!Very long Password!Very
long Password!Very long Password!Very long
Password!","Token":"TestToken","Description":"TestDescription","orgld":"TestOrgld","alias":"Test
Alias", "Type": {"Id":"Production"}}

Here user trying to import credential with ‘Password’ field which has more than 511 symbols:



& Error

Password max length should be 512!

Import & Export
‘ Import JSON ‘

Password!Very long Password!Very long
Password!Very long
Password!","Token":"TestToken","Description
""TestDescription","orgld":"TestOrgld","alias
""TestAlias", "Type": {"Id™:"Production"}} '

@ Import

‘Groupld’ credential import field

Groupld — non important value, that’s mean that if user didn’t mention this field or value of this filed will
be empty, no error will be displayed.

By default, if user didn’t use this field, or his value is empty, then credential will be added to ‘General’
group.

To add credential to specific group user should fill this field with Id of the group which already exist.

Example:

{"SfName":"TestSfName-2","Name":"TestName-2","Password":"TestPassword-2","Token":"TestTo
ken-2","Description":"TestDescription-2","orgld":"TestOrgld-2","alias":"TestAlias-2","Groupld":"a
b6e3-3659-4539-8d4c-da93ae2755e0","Type": {"Id":"Production"}}

List of existing groups (and their Id’s):

v {7be7f-125f-44f9-984d-538fc188dge2: {..}, grouplList: Array(2), settings: {.}, version: 5} @
» 7be7f-125f-44f9-984d-538fc188d802: {$%code: 'weZQwel+wqYPAUBAwrrCvcOrwa3Clmhswg8URkgSesOkB8OIUSOCFTrCh80aHsO+WS:
¥ groupList: Array(2)
» @: {Id: 'Require’, Index: @, Name: 'General', isOpen: true}
P 1: {Id: 'ab6e3-3659-4539-8d4c-da93ae2755e@’, Index: 1, MName: 'New Group', isOpen: false}
length: 2
» [[Prototype]]: Array(®)
> settings: {$$iv: '6cbof22e559a6b39e26863ac40beaed2’, $fkey: 'a22c¢757353a051268803Fedef4f73e89a208af88e3332f72df
version: 5
» [[Prototype]]: Object

Here user added new credential to ‘New Group’ group that has ‘ab6e3-3659-4539-8d4c-da93ae2755e0’
Id:
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But if user filled ‘Groupld’ with non-existed value, then error alert message ‘No such group exists!” will
be shown.

Example:

mn

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"TestToken",
Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias","Groupld":"Non-existed
groupld","Type": {"I1d":"Production"}}

Here user fill ‘Groupld’ field with group Id that not exist:

& Error

No such group exists!

Import & Export

Import JSON

" "Password":"TestPassword","Token":"TestTo

ken","Description":"TestDescription","orgld":
"TestOrgld","alias":"TestAlias","Groupld™:"No
n-existed groupld", "Type":
{"Id":"Production"}}

L»]rj Import

‘Token’ credential import field



Token — non important value, that's mean that if user didn’t mention this field or value of this filed will
be empty, no error will be displayed.

If value of ‘Token’ field is not empty, and length of this value is more than 254 symbols, then error alert
message ‘Token max length should be less than 255! will be shown.

Example:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":" Very long
Token!Very long Token!Very long Token!Very long Token!Very long Token!Very long Token!Very
long Token!Very long Token!Very long Token!Very long Token!Very long Token!Very long
Token!Very long Token!Very long Token!Very long Token!Very long
Token!","Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias","Type":
{"Id":"Production"}}

Here user trying to import credential with ‘Token’ field which has more than 254 symbols:

& Error

oken max length should be 255!

Import & Export

Import JSON

Token!Very long Token!Very long Token!Very

long
Token!","Description™:"TestDescription","orgl
d":"TestOrgld","alias":"TestAlias","Type": |
{"Id":"Production"}}

‘Description’ credential import field

Description — non important value, that's mean that if user didn’t mention this field or value of this filed
will be empty, no error will be displayed.

If value of ‘Description’ field is not empty, and length of this value is more than 511 symbols, then error
alert message ‘Token max length should be less than 512! will be shown.

Example:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"TestToken",
Description":"Very long Description!Very long Description!Very long Description!Very long
Description!Very long Description!Very long Description!Very long Description!Very long
Description!Very long Description!Very long Description!Very long Description!Very long
Description!Very long Description!Very long Description!Very long Description!Very long
Description!Very long Description!Very long Description!Very long Description!Very long
Description!Very long Description!Very long Description!Very long Description!Very long
Description!","orgld":"TestOrgld","alias":"TestAlias","Type": {"ld":"Production"}}



Here user trying to import credential with ‘Description’ field which has more than 511 symbols:

& Error

Description max length should be 512!

Import & Export
‘ Import JSON ‘

Description!Very long Description!Very long
Description!Very long Description!Very long

Description!Very long
Description!","orgld":"TestOrgld","alias":"Test |
Alias","Type": {"Id":"Production"}}

‘Color’ credential import field

Color — non important value, that’s mean that if user didn’t mention this field or value of this filed will be
empty, no error will be displayed.

If value of ‘color’ field is not empty and format of string is not valid for hexadecimal color representation
(such as: #f5f5f5, #F5F5F5, #111), then error alert message ‘Color is not in HEX format!’ will be shown.

Example:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"TestToken","

7
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Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias","color":"red","Type":
{"1d":"Production"}}

Here user trying to import credential with ‘color’ field which is not in HEX format:



& Error

Color is not in HEX format!

Import & Export
‘ Import JSON ‘

{"SfName™"TestSfName","Name":"TestName
" "Password":"TestPassword","Token™:"TestTo
ken","Description":"TestDescription","orgld":
"TestOrgld","alias":"TestAlias","color™:"red","T
ype": {"Id":"Production"}}

‘Alias’ credential import field

Alias — non important value, that’s mean that if user didn’t mention this field or value of this filed will be
empty, no error will be displayed.

If value of ‘alias’ field is not empty, and length of this value is more than 254 symbols, then error alert
message ‘Alias max length should be less than 255! will be shown.

Example:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"TestToken","
Description":"TestDescription","orgld":"TestOrgld","alias":"Very long Alias!Very long Alias!Very
long Alias!Very long Alias!Very long Alias!Very long Alias!Very long Alias!Very long Alias!Very long
Alias!Very long Alias!Very long Alias!Very long Alias!Very long Alias!Very long Alias!Very long

Alias!Very long Alias!","Type": {"Id":"Production"}}

Here user trying to import credential with ‘alias’ field which has more than 254 symbols:



& Error

Alias max length should be less than 255!

Import & Export
‘ Import JSON ‘

Alias!Very long Alias!Very long Alias!Very
long Alias!Very long Alias!Very long

long Alias!Very long Alias!","Type"™:
{"Id":"Production"}}

‘Orgld’ credential import field

Alias!Very long Alias!Very long Alias!Very I

Orgld — non important value, that’s mean that if user didn’t mention this field or value of this filed will
be empty, no error will be displayed.

If value of ‘orgld’ field is not empty, and length of this value is more than 254 symbols, then error alert
message ‘Organization Id max length should be less than 255! will be shown.

Example:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"TestToken","

7
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Description":"TestDescription","orgld":" Very long Orgld!Very long Orgld!Very long Orgld!Very
long Orgld!Very long Orgld!Very long Orgld!Very long Orgld!Very long Orgld!Very long
Orgld!Very long Orgld!Very long Orgld!Very long Orgld!Very long Orgld!Very long Orgld!Very
long Orgld!Very long Orgld!","alias":"TestAlias","Type": {"I1d":"Production"}}

Here user trying to import credential with ‘orgld’ field which has more than 254 symbols:



& Error

Organization Id max length should be less than 255!

Import & Export
‘ Import JSON ‘
Orgld!Very long Orgld!Very long Orgld!Very

long Orgld!Very long Orgld!Very long
Orgld!Very long Orgld!Very long Orgld!Very I

long Orgld!" "alias":"TestAlias","Type™
{"Id":"Production"}}

@ Import

‘Type’ credential import field

Type — important field, which means that if the user didn't mention this field or the value of this field will
be empty, an error would be displayed.

If the user didn’t mention ‘Type’ field, or this field is not an object, then error alert message ‘The field
type is required!” will be shown.

Example:
Credential without ‘Type’ field:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"Test
Token","Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias"}

Credential ‘Type’ field is not an object:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"Test
Token","Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias","Type":["Pr
oduction"]}

Here user didn’t mention ‘Type’ field or this field has an invalid value:



& Error
The field type is require!

Import & Export

Import JSON ‘

{"SfName":"TestSfName","Name":"TestName",
"Password":"TestPassword","Token":"TestTok
en","Description™:"TestDescription","orgld":"T
estOrgld" "alias":"TestAlias","Type":{}}

‘Type.ld’ credential import field

Id — important field (inner field of the ‘Type’ field), which means that if the user didn't mention this field
or the value of this field will be empty, an error would be displayed.

If user didn’t mention ‘Id’ field or value doesnt support by extension(extension support only:
‘Production’, ‘Sandbox’, ‘Developer’, ‘PreRelease’, ‘CustomUrl’, ‘Community’), then error alert message
‘The field Id is required!” will be shown.

Example:
Credential without ‘Id’ field:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"Test
Token","Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias","Type":{}}

Credential with invalid ‘Id’ field:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"Test
Token","Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias","Type":{"Id
":"Invalid"}}

Here user didn’t mention ‘Id’ field or field has an invalid value:



& Error
The field Id is require!

Import & Export

‘ Import JSON ‘

{"SfName":"TestSfName","Name":"TestName
" "Password":"TestPassword","Token":"TestTo
ken","Description":"TestDescription","orgld":
"TestOrgld","alias":"TestAlias","Type":
{"Id""Invalid"}}

@ Import

‘Type.Domain’ credential import field

Domain — non important value (inner field of the ‘Type’ field), that’s mean that if user didn’t mention
this field or value of this filed will be empty, no error will be displayed. But if ‘Id’ field value is equal to
‘CustomUrl’ or ‘Community’, then ‘Domain’ field transform to important field. If the user didn’t
mention ‘Domain’ field, or this field is empty, then error alert message ‘The field Domain is required!’
will be shown.

Example:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"TestToken",
Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias","Type":{"Id":"CustomUrI"}}

Here user using ‘CustomUrl’ value for credential ‘Id’ field, but missed ‘Domain’ field.

& Error

The field Domain is require!

Import & Export
‘ Import JSON ‘

{"SfName":"TestSfName","Name":"TestName
" "Password":"TestPassword","Token":"TestTo
ken","Description":"TestDescription","orgld":
"TestOrgld", "alias":"TestAlias","Type":
{"1d":"CustomUrI"}}

@ Import

User able to enter 2 variants of ‘Domain’ field value:

e With ‘https’ or 'http’ protocol



e Without ‘https’ or ‘http’ protocol

If user using ‘https://’ or ‘http://’ part in his ‘Domain’ field value, then it will be saved without any
changes.

Example:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"TestToken",
Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias","Type":{"Id":"CustomUrl",
"Domain":"https://domain.com"}}

Here ‘Domain’ value was added without any changes, because it contain ‘https://’ protocol

v a@c88-6c79-4dfd-9181-326e@0bebebc:

$$code: "wpQriMobCUsgwgd+woXCkkISRh/CmMOGI8KWWELCqCORKhsuCMOZDCK/Hy3DrcODwpXDncKkwlJHH7 CNGMMETEWTw=="
Description: "TestDescription”

GroupId: "Require”

Id: "a@c88-6c79-4dfd-9181-326e08bebebc”

Name: "TestName"

Password: ""

SfName: "TestSfName"

Token: ""

» Type: {Domain: 'https://domain.com’, Id: 'Customurl', LP: "HOME', landingPageOtherurl: "'}

v

>

UpdateDate: {}

alias: "TestAlias"”
color: ""

orgId: "TestorgId”
[[Prototype]]: Object

If user using domain without ‘https://’ or ‘http://’ protocol, then before user ‘Domain’ field value will be
added ‘https://’ protocol and after user ‘Domain’ field value will be added ‘my.salesforce.com’.

Example:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"TestToken",
Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias","Type":{"Id":"CustomUrl",
"Domain":"domain"}}

Here user using ‘domain’ value for ‘Domain’ field, without ‘https://’ or ‘https://’ protocol, so in this case
before user domain will added ‘https://’ and after it ‘my.salesforce.com’

v a6cal-f22f-4fb7-9d5f-bb62de9z2g879e:

v v

»

$$code: "wgHDJsOww7wlwrbCgcOLw6oTIcOgwrrDvsOnYzPCpsKIwsVwwpDChBKHQUXCsH3CtQrD1MOxwpHCksOue2Z cRBKpwaDCUj/CllnDncK@Zw=="
Description: "TestDescription”

GroupId: "Require”

Id: "ae6cal-f22f-4fb7-9dsf-bbs2des2g7oe”

Name: “"Testhame"

Password: ""

SfName: "TestSfName”

Token: ""

Type: {Domain: 'https://domain.my.salesforce.com/", Id: 'Customurl', LP: "HOME', landingPageOtherurl: "'}
UpdateDate: {}

alias: "TestAlias"

color: ""

orgId: "TestorgId”

[[Prototype]]: Object

‘Type.LP’ credential import field

LP — non important value (inner field of the ‘Type’ field), that's mean that if user didn’t mention this field
or value of this filed will be empty, no error will be displayed.



If user didn’t mention ‘LP’ field or value doesn't support by extension(extension support only: (‘HOME’,
‘REPORT’, ‘CHATTER’, ‘SETUP’, ‘OTHER’), then ‘HOME’ value will be used.

Example:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"TestToken",

Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias","Type":{"Id":"Production",
LP":"INVALID"}}

Here user use invalid value for ‘LP’ field

v 2bc29-af44-4b6c-bd5e-9a5921c15a89:
$$code: "BwnCvwvDnERIESKTTFOwwgQQZmes8EQV8w7IJwrQbLMKiwodSExzCmcORwpktwo/CiIMOUBMKTULTCiCZ5wr9zw67Dqu=="
Description: "TestDescription”
GroupId: "Require”
Id: "2bc29-af44-4bec-bd5e-9a5921c15a89"
Name: "TestName"
Password: ™"
SfName: "TestsSfhame"
Token: ""
» Type: {Domain: 'https://login.salesforce.com/’, Id: 'Production’, LP: 'HOME', landingPageOtherurl: "'}
» UpdateDate: {}
alias: "Testalias”
color: ""
orgld: "TestOrgId”
» [[Prototype]]: Object

‘Type.landingPageOtherUrl’ credential import field

LandingPageOtherUrl — non important value (inner field of the ‘Type’ field), that's mean that if user
didn’t mention this field or value of this filed will be empty, no error will be displayed.

If user didn’t mention ‘landingPageOtherUrl’, then this field will be empty.

Example:

{"SfName":"TestSfName","Name":"TestName","Password":"TestPassword","Token":"TestToken",
Description":"TestDescription","orgld":"TestOrgld","alias":"TestAlias","Type":{"Id":"Production"}}

Here user didn’t mention ‘landingPageOtherUr!’ field, so it will have an empty value:

v 24fa7-78a2-413b-9al13-825bllac7ddf:
$$code: "GcOBR3I7DksKwwqvDIMKEwpUBWrTCkcKtR8OTYMOGWEpDwAbCEMKewd3CnsK3wSsXCsVLCuybDhcOTfw79+BMKYe80kbcOSGCKVYZVVINSCA”
Description: "TestDescription”
GroupId: "Require”
Id: "24fa7-78a2-413b-9a13-825bllac7ddf"
Name: "TestMame"
Password: "”
SfName: "TestSfhame”
Token: ""
» Type: {Domain: "https://login.salesforce.com/", Id: 'Production’, LP: 'HOME', landingPageOtheruUrl: "'}
UpdateDate: {}
alias: "Testalias”
color: ""
orgld: "TestOrgId”
» [[Prototype]]: Object

v

Import group fields validation

Here will be present validation logic of every field of import group, validation logic of credential fields
(import group can contain credentials, that would be imported to import group) are present at 'Import
credential fields validation’ section.



Custom group import field
If user entered custom fields, which extension doesn’t support, they will be ignored.
Example:
{"groups":[{"CustomField":"CustomValue","Name":"New Group","isOpen":true, "credentials":[]}]}
Custom field ‘CustomField’ field will be ignored and didn’t add to final credential:
vi:

Id: "529c2-cf2c-4ebf-9882-bc728e61dd24"

Index: 1

Name: "New Group"

isOpen: true
» [[Prototype]]: Object

‘Name’ group import field

Name — important field, which means that if the user didn't mention this field or the value of this field
will be empty, an error would be displayed.

If the user didn’t mention ‘Name’ field, or value is empty, then error alert message ‘The field name is
required!” will be shown.

Example:
{"groups":[{"Name":"","isOpen":true,"credentials":[]}]}

Here user didnt fill the ‘Name’ field with value:

& Error

The field name is require!

Import & Export

‘ Import JSON ‘

{"groups™
[{"CustomField™:"CustomValue","Name":"","is
Open™true,"credentials™:[]}]}

If value of ‘Name’ field is not empty, and length of this value is more than 254 symbols, then error alert
message ‘Name max length should be less than 255! will be shown.



Example:

{"groups":[{"Name":"Very long Name!Very long Name!Very long Name!Very long Name!Very
long Name!Very long Name!Very long Name!Very long Name!Very long Name!Very long
Name!Very long Name!Very long Name!Very long Name!Very long Name!Very long Name!Very
long Name!Very long Name!Very long Name!","isOpen":true,"credentials":[]}]}

Here user trying to import group with ‘Name’ field which has more than 254 symbols:

& Error

Name max length should be 255!

Import & Export

‘ Import JSON

. z

Name!Very long Name!Very long Name!Very
long Name!Very long Name!Very long
Name!Very long Name!Very long Name!Very

long Name!Very long
Name!","isOpen":true,"credentials"[]}]}

Ll) Import

‘IsOpen’ group import field

IsOpen — non important value, that's mean that if user didn’t mention this field or value of this filed will
be empty, no error will be displayed.

For expected result better to use boolean values ‘false’ or ‘true’, but if user entered non-boolean value,
anyway it will transform into boolean variant by JS boolean represent of truth value.
Example:

{"groups":[{"Name":"New Group","isOpen":"non-boolean value","credentials":[]}]}

Here user using non-boolean value for ‘isOpen’ field value, but it will be transformed to Boolean value
and will be ‘true’, because not empty string in JS is ‘true’:

St SNy

B General v @

‘ @ New Group A\ @ ‘




‘Credentials’ group import field

Credentials — non important value, that's mean that if user didn’t mention this field or value of this filed
will be empty, no error will be displayed.

There is no validation on this field, it will not show to user any validation errors if entered value is not
an array with values (if it will be an empty array no validation errors will be displayed).

So if ‘credential’ field value is an array and its not empty, then we will pass every array element
through ‘import credential fields validation’ (for more detail look at the same section).

If group with same ‘Name’ field value already exist, then all credentials that ‘credentials’ field value
contain, will be assign to already exist group (new group will not be created).

Handle new credential creating

Here we will look at how new credential can be create by using user interface. Lets look at each of
available fields.

‘Group Name’ create credential field

It’s a selector field in which contains list of all exist groups.

General N

‘General’ group always will be selected by default and in the opened list it will be on the first place, but
order of other groups in the list will depend on which order they displaying at ‘Groups’ page.

3 o
A &b e O

@ New Group-3 v @ Add new credential
General N
[9 General A4 @
General
New Group-3
9 New Group-1 N @
New Group-1
New Group-4
New Group-4 v
9 @ New Group-2
9 New Group-2 A4 @
R
kJ synebo k4 synebo

User can create new group using this field, user need to press plus icon and enter a new group name.



EED -

If the user nothing entered or entered only spaces and pressed ‘Save’ button, the ‘Create new group’
field will be closed and no group will be create. To create group need to enter any symbol (except
spaces). But if user entered already exist group name and pressed ‘Save’ button, then the ‘Create new
group’ field will be closed and the error alert message ‘Group “Name of the group” already exist!” will be
shown.

Ly o5 Group "New Group-1" already exist!

Add new credential Add new credential
New Group-1 ) ‘ New Group-3 v
& Production v &b Production N
Default page - Home N Default page - Home 4

) synebo k4 synebo

If user entered group name which not exist yet and pressed ‘Save’ button, then new group would be
created and this group will be automutically selected (in group list it will be located on the last place).



B & 3 &

Add new credential Add new credential
New Group-99 @ New Group-99 '
&8 Production A &8 Production v
Default page - Home £ Default page - Home N
k. synebo kJ synebo

If user opened ‘New Group’ field and/or didn’t save an entered new group value, even if he filled all
require fields and pressed ‘Save’ button to create new credential it will not be created untill ‘New Group’
field opened, user need to save new group or just close this field (if he doesn’t want to create new
group). Also under the ‘Save’ button ‘Fill the required field.” error message will appeared and color of the
‘New Group’ field border will be colored with red

Add new credential

Not Saved Group ‘

& Production A
Default page - Home A
Title Value

Username Value

& Fill the required fields.



‘Organization Type’ create credential field

It’s a selector field in which contains list of all organization types.

Production A4

Production — is default type.

Every organization type has his own differents (domain and color), and this differents can effect on the
number of fields, default icon color, etc. Lets take a look more detailed:

Production:
Domain — https://login.salesforce.com/

Color — #00abf7

N Production N

Sandbox:
Domain — https://test.salesforce.com/

Color — #c1c0c0

Sandbox A4

Developer:
Domain — https://login.salesforce.com/

Color — #0b7adb

N Developer Edition A4

PreRelease:
Domain — https://prerellogin.pre.salesforce.com/

Color — #0092d0

a PreRelease NV



Custom domain (Specify):
Domain — here user need to enter domain by himself

Color — #98d4ec

Custom domain (Specify) V

If user selected ‘Custom domain (Specify)’ organization type, then LP selector (under ‘Organization type’
selector) hidden and appearing new require URL input field for custom domain.

Add new credential Add new credential
General N General A
a8 Production v Custom domain (Specify) %
Default page - Home v

How we already mention this new field is require, that’s mean that if user didn’t fill this field and pressed
‘Save’ button to create new credential, under the ‘Save’ button ‘Fill the required field.” error message will
appearing and color of the ‘New Group’ field border colored with red
Add new credential
General v+

Custom domain (Specify) ¥

Title Value

Username Value

IEI Cancel

A
1 Fill the required fields
[41]



If the entered user value was not in URL format and the user pressed ‘Save’ button, then attention
pop-up will be shown (it’s a default input type="url’ logic) and the credentil will not be create until user
doesn’t entered a valid value.

Add new credential

General v )

Custom domain (Specify) W

| Not URL ‘

Title Vals.+ Please enter a URL ‘

Username Value

(=) Ccancel

If user entered value to ‘Custom Domain’ field and decide to change ‘Domain’ (even if user again
selected the ‘Custom Domain’ domain), then ‘Custom Domain’ field will be cleared.

Community:

Domain — here user need to enter domain by himself

Color —#9dc630

Community N\

If user selected ‘Community’ organization type, then LP selector (under ‘Organization type’ selector)
hidden and appearing new require URL input field for custom domain.



Add new credential Add new credential

General \V General v
& Production Y4 Community AV
Default page - Home A

How we already mention this new field is require, that’s mean that if user didn’t fill this field or entered
value is not an URL and pressed ‘Save’ button to create new credential, under the ‘Save’ button ‘Fill the
required field.” error message will appearing and color of the ‘New Group’ field border colored with red

Add new credential
General |+

Community v

Title Value

Username Value

lTI fance!

,\
A1y Fill the required fields
2

If the entered user value was not in URL format and the user pressed ‘Save’ button, then attention
pop-up will be shown (it’s a default input type='url’ logic) and the credentil will not be create until user
doesn’t entered a valid value.



Add new credential
General v ()

Community b

‘ Hot URL ‘

Title 'U'all.+ Please enter a URL. |

Username Value

If user entered value to Community ‘Custom Domain’ field and decide to change ‘Domain’ (even if user
again selected the ‘Community’ domain), then Community ‘Custom Domain’ field will be cleared.

‘Color’ create credential field

Instead of default ‘Organization type’ colors user can use custom color by pressing on pressing on
colorpicker and selecting any color.

Add new credential

General N

‘ ‘ Community ~

s () emmom =

53 237 207

If the user chooses custom color and change ‘Organization type’ (even to same), then custom color will
be removed and changed to default (depending on the choosen ‘Domain’).



‘Landing Page path’ create credential field

It’s a selector field in which contains list of all.
Default page - Home A4

Home —is default landing page path.

Every LP has his own path and these differents can affect on the number of fields. Lets take a look more
detailed:

Home:

URL — /home/home.jsp

Default page - Home VvV
Report:
URL - /000/0

Report \V¢

If ‘Report’ path selected and ‘Organization Type’ equals to ‘Production’, ‘Sandbox’, ‘Developer
Edition’ or ‘PreRelease’ and user made successful login, then he will be redirected to ‘Reports’

tab:
e e ‘ IO - W)
:3:  Digital Experiences Select.. vk Reports v X

Chatter:

URL — /_ui/core/chatter/ui/ChatterPage

Chatter A4

If ‘Chatter’ path selected and ‘Organization Type’ equals to ‘Production’, ‘Sandbox’, ‘Developer
Edition’ or ‘PreRelease’ and user made successful login, then he will be redirected to ‘Chatter’
tab:

e (o semer ‘ f@220a®

S:S Digital Experiences Select... v A~ Chatter Home v X




Setup:

URL — /setup/forcecomHomepage.apexp

Setup VvV

If ‘Setup’ path selected and ‘Organization Type’ equals to ‘Production’, ‘Sandbox’, ‘Developer

Edition’ or ‘PreRelease’ and user made successful login, then he will be redirected to salesforce
classic:

‘24
salesforce % Search Search
(3 Switch to Lightning Experience  EkaterinaMishei ~  Setup  Help & Training -

Home Reports Credentials Accounts Projects Worklogs Work Times Employees Vacations KPI Vouchers Feedbacks Jira Project Status Mappings +

Other:

URL — custom page path

Other vV

If user selected ‘Other’ landing page path, then under LP selector appearing new require input field for
custom landing page path (e.g. //001/0’ - accounts, ‘/006/0’ - opportunities etc.).



Add new credential

General v

a Production AV

Default page - Home vV

Add new credential
General A4
& Production N

Other v

How we already mention this new field is require, that’s mean that if user didn’t fill this field and pressed
‘Save’ button to create new credential, under the ‘Save’ button ‘Fill the required field.” error message will
appeared and color of the ‘Custom landing page path’ field border colored with red



Add new credential
General v (3
& Production

Other

Title Value

Username Value

. [y

If user entered value to ‘Other’ landing page path field and decide to change ‘Landing Page path’ (even if
user again selected the ‘Other’ landing page) or he changed ‘Domain’ field to ‘Custom Domain’ or
‘Community’, then ‘Other’ landing page path field will be cleared.

‘Title’ create credential field

Title — is required text field. The max length of the value which user can enter is 255 symbols.

How we already mention it is a required field, that’s mean that if user didn’t fill this field and pressed
‘Save’ button to create new credential, under the ‘Save’ button ‘Fill the required field.” error message will
appearing and color of the ‘Title’ field border colored with red



Add new credential

General

& Production

Default page - Home

Username Value

sesssnsensanes &

|Z| Cancel

m
1y Fil the required felds

‘Username’ create credential field

Username —is required text field. The max length of the value which user can enter is 255 symbols.

How we already mention it is a required field, that’s mean that if user didn’t fill this field and pressed
‘Save’ button to create new credential, under the ‘Save’ button ‘Fill the required field.” error message will

appearing and color of the ‘Username’ field border colored with red



Add new credential

'

General VoLt

a Preduction Y4

Default page - Home S
Title Value

sesssssnnnanes Qe:\s

£1%, Fill the required fields

But if user entered the value that existing credential already have and ‘Org Type’ and ‘Landing Page URL
of exist credential match with that which want to create, then then error alert message ‘Similar *Org
Type* credential already exists: *Title of existing credential that has the same Username value*’ will be
shown.

& Error
Similar production credential already exists: Title
Value

Add new credential
General v
& Production v
Default page - Home v
Title Value

Username Value

kA synebo



‘Password’ create credential field

Password — is required text field. The max length of the value which user can enter is 512 symbols.

By default every entered value will be hidden from user.

(AR N R NN NN NN NN] ®

If user want check what symbols does he entered, he should click on eye icon.
Password Value '

How we already mention it is a required field, that’s mean that if user didn’t fill this field and pressed
‘Save’ button to create new credential, under the ‘Save’ button ‘Fill the required field.” error message will
appearing and color of the ‘Password’ field border colored with red

Add new credential

General v (4]
& Production A4
Default page - Home N

Title Valueeee

Username Value

Save (%) cancel

& Fill the reguired fields.



‘Token’ create credential field

Password — is non-required text field. The max length of the value which user can enter is 512 symbols.

‘Organization ID’ create credential field

Organization ID —is non-required text field. The max length of the value which user can enter is 255
symbols.

‘Alias’ create credential field

Alias — is non-required text field. The max length of the value which user can enter is 255 symbols.

‘Description’ create credential field

Description — is non-required textarea field. The max length of the value which user can enter is 512
symbols.

Actions

If all required filed was filled and user pressed on ‘Save’ button, then user will be redirected to ‘Group
list’ page (by default ‘General’ group is open, that mean that user will see credential list)



Add new credential Q Search @ {@}

General W
@  Poduction v ‘ D cenera ~ O ‘
Default page - Home o .

‘ & Title Value o 88 ‘
Title Value

(—B Add Group
Username Value
seressnsnsnan R
Token
Organization 1D
Alias
Description
Sam Cancel Powered by s synebo

If user did not make any changes and then pressed ‘Cancel’ button, then user will be redirected to
‘Group list’ page if almost 1 new group or credential already exist or to ‘Home’ page if not. But if user
make any changes, even if this changes was moved to default values (for example user choose ‘Sandbox’

organization type, and then switch it to default ‘Production’ organization type), then will confirmation
modal window will be shown:

/N Warning! X

You have unsaved data. Do you realy want to
close the page?

Yes, close @ Cancel

If user pressed on ‘Cancel’ button, then modal window will be closed and user can continue credential
creation, if user press on ‘Yes, close’, then user will be redirected to ‘Group list’ page if almost 1 new
group or credential already exist or to ‘Home’ page if not.



Title as login

This checkbox depend on what will happened if user press on credential title. If this checkbox is
unchecked then after pressing on the credential title he will be redirect to the ‘Credential Edit’ page, if
this checkbox is checked, then after pressing on credential title it will be login by ‘Open in new tab’
variant.

D Title as login to a new tab

oo

By default this checkbox is unchecked. If user want to change logic, he should check/uncheck checkbox
and then press ‘Save’ button, after that he will be redirect to ‘Group list’ page. If user want to cancel his
changes and return to value that was before he open this page, he should press ‘Cancel’ button, after
that he will be redirect to ‘Group list’ page.

Group default actions

Every group has his own list of default actions that user can use. To see list of available actions user
should press on 3 dots icon and after that modal with default actions will appear.

9 General vV @

But list of available default actions can be different. Lets check all existing variants.

Required (General) Group with no credentials

If it’s a required group and it contain no credentials, then for user will be available only this actions: ‘Add
new credential’.



Group Settings X

Required (General) Group with credentials

If it’s a required group and it contain no credentials, then for user will be available only this actions: ‘Add
new credential’, ‘Delete all group entries’.



Group Settings X

Add new credential
G Delete all group entries

Non-required Group with no credentials

If it’s a required group and it contain no credentials, then for user will be available only this actions:
‘Rename’, ‘Add new credential’, ‘Delete group only’.



X

Group Settings

Add new credential
—CJ— Delete group only

Non-required Group with credentials

If it’s a required group and it contain no credentials, then for user will be available only this actions:
‘Rename’, ‘Add new credential’, ‘Delete all group entries’, ‘Delete group and credentials’, ‘Delete group
only’.



Group Settings

_CJ'_ Delete all group entries

-l‘j Delete group and credentials

_CJ'_ Delete group only

Rename

This action exist only at custom groups action list, ‘General’ group cant be manually renamed.

If user has opened list of group actions and pressed on ‘Rename’ button, then modal window with group
actions will be closed, and focused input with ‘Cancel’ and ‘Save’ buttons, which will contain the group
title value will appear instead of group title.



Q searen F’E) @b} Q Search

@ &
[9 General v @ [E) General v @
@ New Group A @

v ®

Powered by U synebo Powered by k) synebo

The max length of the value which user can enter is 255 symbols.

If user pressed ‘Cancel’ button, his changes will be not saved.

If user entered already exist group title and pressed ‘Save’ button, then rename input will be closed and
error alert message ‘Group *name of the group* already exist!” will be shown.

Q Search [i}) {gﬁ)} & Error -~

Group "General" already exist!

[9 General A4 @ [;) General v @

{ General } [;) New Group A @

powered by synebo Powered by kgd synebo

If input is empty and user pressed on ‘Save’ button. Then rename input will closed, it will not rename
group.



If user entered unique, non-empty value and pressed ‘Save’ button, then renaming input will be closed
and group title will be displayed with renamed value.

Q Search F}) {gﬁ} Q Search [‘?) {g}}

9 General Vv @ 9 General v @

{ Renamed New Grouj J 9 Renamed New Group A O)

Powered by U synebo Powered by U synebo

Add new credential

Exist in every group action list.

If user has opened list of group actions and pressed on ‘Add new credential’ button, then modal window
with group actions will be closed, and user will be redirect to ‘Create new credential’ page.

‘Group Name’ field will contain value of group for which credential is creating.



Add new credential
New Group £
& Production v
Default page - Home v
R
kJ synebo

If before choosing ‘Create new credential’ action user had some unsaved data at ‘Create new credential’
page (he had edit credential or creating a new one), after selecting this action all this unsaved data will
be removed.

Delete group only

This action exist only at custom groups action list, ‘General’ group cant be manually deleted.

=

|J Delete group only

If user has opened list of group actions and pressed on ‘Delete group only’ button, then modal window
with group actions will be closed, and approval modal window will be shown with ‘Yes, delete’ and
‘Cancel’.



/\ Warning! X

Do you realy want to delete group only?

If user press on ‘Cancel’, then approval modal window will be closed and nothing will happen.

If user press on ‘Yes, delete’, then only group will be deleted, credentials, which was containing in this
group, will be moved to Required (General) group and success alert message ‘Group *name of the
group* was deleted.” will be shown.



& Success X

Group "New Group" was deleted.

@ General

>
O]

@& Title g 88
@& Title-1 & 88

/N Warning! X

Do you realy want to delete group only?

s snebo

If user was creating a new credential or edit credential and in ‘Group Name’ was containing a value of
deleted group it will be switched with ‘General’ group.

&

Q Search Eﬁ;} {g}\)} Q Search [FA {@}

Add new credential Add new credential
New Group v General v
&b Production v & Production v
Default page - Home N Default page - Home N
Title-2 Title-2
Username-2 Username-2
Token Token

Powered by g synebo Powered by g synebo



If after group deleting, no more credentials and groups (except ‘General’ group) exist anymore, then user
immideitly will be redirected to ‘Home’ page.

Delete all group entries

This action exist in every group, if this group contain at least 1 credential.

"DT Delete all group entries

If user has opened list of group actions and pressed on ‘Delete all group entries’ button, then modal
window with group actions will be closed, and approval modal window will be shown with ‘Yes, delete’
and ‘Cancel’.

/\ Warning! X

Do you realy want to delete all group entries?

If user press on ‘Cancel’, then approval modal window will be closed and nothing will happen.
If user press on ‘Yes, delete’, all group credentials will be deleted.

If after group credentials deleting, no more credentials and groups (except ‘General’ group) exist
anymore, then user immideitly will be redirected to ‘Home’ page.

Delete group and credentials

This action exist only at custom groups action list, ‘General’ group cant be manually deleted.



fj’ Delete group and credentials

If user has opened list of group actions and pressed on ‘Delete group and credentials’ button, then
modal window with group actions will be closed, and approval modal window will be shown with ‘Yes,
delete’ and ‘Cancel’.

/N Warning! X

Do you realy want to delete group and
credentials?

If user press on ‘Cancel’, then approval modal window will be closed and nothing will happen.

If user press on ‘Yes, delete’, group and all group credentials will be deleted and success alert message
‘Group *name of the group* was deleted.” will be shown.



& Success X

Group "New Group" was deleted.

@ General as @
‘ & Title & a8 ‘

/N Warning! X

Do you realy want to delete group and
credentials?

If after group and group credentials deleting, no more credentials and groups (except ‘General’ group)
exist anymore, then user immideitly will be redirected to ‘Home’ page.

Credential default actions

Every credential has his own list of default actions that user can use. To see list of available action user
should press on pencil icon and after that modal with default actions will appear.

& Title 2 89

But list of available default actions can be different. Lets check all existing variants.

‘Title as login to a new tab’ is checked

If user has checked ‘Title as login to a new tab’ checkbox, that mean user cant edit credential by clicking
on credential title, so to edit credential will be added ‘Edit’ action.



Additional actions

‘Title as login to a new tab’ is unchecked

If user has unchecked ‘Title as login to a new tab’ checkbox, that mean user can edit credential by
clicking on credential title, so there is no reasons to display ‘Edit” action.

Additional actions

1 Clone

Edit



After pressing on ‘Edit’ button user will be redirect to ‘Edit credential’ page.

Clone

After pressing on ‘Clone’ button user will be redirected to ‘Create new credential’ page, but all fields will
be filled with selected credential data.

Copy details

Copy details

After pressing on ‘Copy details’ button user will copy to clipboard credential data and success alert
message ‘Credential details were copied clipboard.” will be shown.

& Success X
Credential details were copied to clipboard.
‘ E) General N\ @ ‘
B [s]s]
‘ Title ﬁ oo ‘
G) New Group v @
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With this action to user clipboard will be copied: username, password, token and login URL.

> Username: Username
Password: Password
Token: Token
Login URL: https://test.salesforce.com/

Get share link

‘Get share link’ button is active if user filled ‘Token’ field.



¢’ Get share link

‘Get share link” button is disabled if user didn’t fill ‘Token’ field, so user cant activate this action.

6‘? Get share link

After pressing on ‘Clone’ button user will be redirected to ‘Create new credential’ page, but all fields will
be filled with selected credential data.

Export as JSON

LT) Export as JSON

After pressing on ‘Export as JSON’ button all selected credential data will be copied to clipboard in JSON
format and success alert message ‘JSON was copied to clipboard.” will be shown.

& Success X
JSON was copied to clipboard.
‘ @ General ras @ ‘
‘ a Title 2 88 ‘
@ New Group v @
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Delete

-CJ'- Delete

After pressing on ‘Delete button, then modal window with credential default actions will be closed, and
approval modal window will be shown with ‘Yes, delete’ and ‘Cancel’.



/N Warning! X

Do you realy want to delete?

If user press on ‘Cancel’, then approval modal window will be closed and nothing will happen.
If user press on ‘Yes, delete’, credential will be deleted.

If after credential deleting, no more credentials and groups (except ‘General’ group) exist anymore, then
user immideitly will be redirected to ‘Home’ page.

Omnibox

Omnibox — is the address bar at the top of the Google Chrome web browser. It serves as a
multi-functional input field that allows users to perform various tasks.

a )

To use extension omnibox task, user should enter ‘sf’ command and press ‘spacebar’.

(o )

After user press on ‘spacebar’ address bar will be cleared and user will be available to make credential
search.

(8 Synebo Home (Synebo Logins) | | )

After every entered symbol omnibox will be displayed all searched credentials by matches by ‘Title’ field
and/or ‘Username’ (in square brackets) field.



B  Synebo Home (Synebo Logins) | Title
8 Title - Synebo Home (Synebo Logins)
8  Title [Username] - production

8 Title-1 [Username-1] — production

8 Title-2 [Username-2] — production

&  Title-2 [Username-2] — production

B Title-4 [Username-4] - production

Q  sfff Title - Google Search

After pressing on one of the find credential (from omnibox dropdown list) user will be loged in at the
same tab.

Web Authentication

Web Authentication —is additional security feature, which provide Ul security and prevent viewing
extension content if user not authorized.

By default user doenst have active web authentication, to activate it user should press on ‘Enable’
button.

Web Authentication

After pressing on it Web Authentication modal window will appear where user can choose variant of
Web Authentication login: fingerprint or QR-code scanning (login by key).



©
By

Create a passkey

Choaose how you want to create a passkey for chrome-extension

L[] Windows Hello or external security key »
[_:;] Use a phone or tablet 3

Cancel
L

kJ synebo

If user select ‘Window Hello or external security key’ then user be able to scan his finger (that already
exist in the system).



Windows Security b4

Making sure it's you

Set up Windows Hello to sign in to chrome-extension://
ikmdgoncmkijpfdghemaniibhmapkfdj as Synebo Login Extension
User.

This request comes from Chrome, published by Google LLC.

O
Scan your finger on the fingerprint
reader.
Mare choices
Cancel
L]
k. synebo

If use doesn’t want to scan his finger he can enter his PIN-code (that already exist in the system) by
pressing on ‘More choices’ button and selecting ‘PIN’



O Search !_:;J é;.?h}

Windows Security b4

- -

Set up Windows Hello to sign in to chrome-extension://
ikmdgoncmkijpfdghemaniibhmapkfdj as Synebo Login Extension
User.

This request comes from Chrome, published by Google LLC.

O

Scan your finger on the fingerprint
reader.

More choices

|-

After selecting ‘PIN’ user should enter his PIN-code



() search D &

Windows Security X

Making sure it's you

Set up Windows Hello to sign in to chrome-extension://
ikmdgoncmkijpfdghemaniibhmapkfd) as Synebo Login Extension
User.

This request comes from Chrome, published by Google LLC.

pin

| forgot my PIN

More choices

Fingerprint

If user fingerprint or PIN code was valid, then “Window Security’ window will be closed and success alert
message ‘Authentication is set!” will be shown and ‘Disable’ button and number field will be displayed:



& Success X

Authentication is set!

@ Import

Title as login

(") Title as login to a new tab

Save @ Cancel

Web Authentication

Minutes before auth implementation
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‘Disable’ button is exist to removing user auth. After clicking on ‘Disable’ button approval modal window
will be shown with ‘Yes, disable’ and ‘Cancel’:



/N Warning! X

Do you realy want to disable Authentication?

® e

After click on ‘Cancel’ approval modal window will closed. After click on ‘Yes, disable’ user auth will be
removed from extension and success alert message ‘Authentication is disabled!” will be shown and
‘Disable’ button and minutes field will be removed:



& Success

Authentication is disabled!

Title as login

() Title as login to a new tab

© oo

Web Authentication

k.4 synebo

Minutes field can take only number characters, every entered number will be convert to minutes, e.g:
user enter ‘120’ it will convert to 120 minutes/2 hours. This is will work like a timer and will prevent
make authentification after every extension closing and add gap between extension closing and auth
implementation (user login). After every extension opening this timer will be updated. By default this
gap is 30 second, user cant remove it, he only can increase it by entering value to minutes field. User no
need to save entered value it will be saved automatically after every user value entering.



L-L'] Import

Title as login

[:] Title as login to a new tab

Save @ Cancel

Web Authentication

1209
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If user enable web authentication, close extension the minutes timer has finished counting down and
user open extension again, then login page will be shown:



Authenticate

To make login user should press on ‘Authenticate’ button and enter PIN code or make fingerprint or
scanning QR-code (depending on what the user has selected). If user enter valid value, then user will be
redirect to page when he was before extension closing.

Login

Every credential has list of available login opions. To see list of available login action user should press on
grid icon and after that modal with default actions will appear.

& Title O Es

For every credential available 3 login options: ‘Open in new tab’, ‘Open in incognito’, ‘Open in new
window’.



Open credential

-E] Open in new tab
% Open in Incognito
Open in new window

After click on ‘Open in new tab’, will be create a new tab.

X

After click on ‘Open in new window’,new window will be created.

After click on ‘Open in incognito’, new incognito window will be opened, BUT to make a succesfull login
incognito window should have access to extension, to provide this access, user should open extension
list find extension and press ‘Details’ button



? Synebo Home (Synebo Logins) 5.0.4
Easy access to credential storage

ID: ikmmdgoncmkijpfdghemaniibhmapkfdi
Inspect views service worker (Inactive)

Details Remove Errors C .

Then user should enable ‘Allow in Incognito’ option.

Allow in Incognito
Warning: Google Chrome cannot prevent extensions from recording your browsing history. To disable

this extension in Incognito mode, unselect this option.
After that user can login with Incognito mode.

Sync/Unsync credentials

With this new feature, you can manage your credentials across both Sync Storage and Local Storage
within your Chrome browser.

When creating a new credential, you can choose where to store it: Sync Storage or Local Storage.

Add New Credential
General v
a8 Production v
Default page - Home v
[ Sync Storage ~ ]

Local Storage

Sync Storage

AN

Save Cancel

k4 synebo



For each credential, you have the ability to either sync it (move it to Sync Storage) or unsync it (move it
to Local Storage).

You can perform the sync or unsync action by clicking the pencil icon (see Picture 1) or by opening the
credential and selecting the sync/unsync icon (see Picture 2).

Q Search E&_) @

Edit Credential —> a2
General v
& Production v
Default page - Home 4

Use to sync or unsync this credential. If buttEJn
Additional actions X Sync 4\/ is filled - credential is synced.

) O o
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After moving a credential to Sync Storage or Local Storage, you will see a corresponding success
message.

+/ Update received! /' Update received!

Successfully moved credential to local storage.
You can now monitor your storage usage in the
Settings tab.

Successfully moved credential to sync storage.
You can now monitor your storage usage in the
Settings tab.

To monitor Sync and Local Storage usage, open Settings by clicking the gear icon, then scroll to the
Storage Usage section.

Q Search

&

&

PIN Code
PIN* ®

() Title As Login To a New Tab

Storage Usage

Local Storage

0.00 KB used 10240 KB limit
Sync Storage

|
0.74 KB used 540 KB limit

Web Authentication
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If you want to sync all credentials within a single folder, use the new action button “Sync All Group
Entries.”

& Success
Successfully synced all group entries.

‘ ©® General A~ ® ’
“ QA SB Dev S8 ’

O regetrf v o®

Group Settings X

Add New Credential
'C] Delete All Group Entries
C) powered by kf synebo

G Sync All Group Entries




